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What keeps security and development teams up at night?

Software Security

You need to ensure the
software you deliver is
secure and can be trusted

Why?

Software is the #1 attack
surface for cybercriminals

Development Velocity

You need to ensure security
testing doesn’t impede the
pace of development

Why?
Developers will reject tools &
processes that slow
them down

Business Risk

You need to identify and
focus the true business risks
buried in the sea of findings

Why?
Teams are overwhelmed by
vulnerability remediation
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Organizations are pushing vulnerable code

Do organization push vulnerable code? Why organizations push vulnerable code

YES, YES, YES, ONCE NOT MEET DEADLINE, VERY LOW RISK DETECTED TOO
REGULARLY OCCASIONALLY KNOWINGLY FIX LATER LATE

Source: Enterprise Strategy Group
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The reality Is that organizations have lots of AST tools

How many individual application security testing tools is your organization currently using?
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1to5 6to 10 11 to 20 21 to 50 More than 50 Don't know

Source: Enterprise Strategy Group
SY“UPS‘/S © 2023 Synopsys, Inc. 4



Challenges impacting implementation of AST tools and processes

SHe°NeNe

®

Developers Difficult/lack Friction/slows Devs don't Lack ability to Poor Lack Scans too
lack integration down use tools we collect/clean integration  centralized slow
knowledge to  between development already have security data with vulnerability
fix issues  security tools Dev/DevOps management
tools

SYNOPSYS

Too many Poort Too many
false positives automation false
negatives

Source: Enterprise Strategy Group
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Application security Is evolving to meet the needs of DevOps

BSIMM{3

AppSec staif are being Teams are increasing use of
deployed into DevOps teams @ “policy as code”

Continuous testing is on the Tests becoming smaller, timely,
rse more frequent
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DevOps integration is important to AppSec programs

Level of DevOps and AppSec

SYRERSYS

Integration

- We use a highly integrated set of

security controls throughout our
DevOps process

- We use selective controls, but

continue to invest in integrating
additional controls

- Our application security tools are

not well integrated into our
processes

- We are pushing security as far

left as possible in our processes
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Believe

IS most
important to improving
AppSec programs

Source: Enterprise Strategy Group
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Building trust in software
IS not simply about installing tools

It’s about ensuring your
people, processes, and
technology are aligned
to address security
risks at all stages of
the application
lifecycle.
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What many teams do today
Bolt-on DevSecOps

|solated manual and automated AppSec activities
Complex, brittle, and slower build / release pipelines
Lots of noise within the findings

Difficult to identify the highest-priority software risks

AST performance not aligned with build and release SLAs
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Devs face their own challenges: DevOps + Security

Late-stage
security
scanning

Devs Tool fatigue and impediment

SCM
check-in
flaws ﬁ — - _“]l Speed vs Quality conflict
4

Pipelines vary based on tech stacks

[ J
Developer Dev/Sec :
'“‘ Lead SDLC varies between apps
t 00— '\ No uniform way to provide continuous feedback
\ I
ASS| : 4——— J Triages : :
ssigns ) Dl iy e i Scaling remains a challenge
Dev Mgr. / Issue
Dev Lead tracking
system
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DevSecOps is not simply about
iIntegrating and automating AST tools.

It’s about maximizing velocity by intelligently running the right tests at the right time
and giving teams the ability to focus on issues that matter most to the business.
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Defining a path toward DevSecOps

Velocity
Run just enough tests to meet security and risk needs without
bogging down your pipelines or developers.
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Efficient Efficacy
Accelerate testing, close DevOps feedback loops quickly, and
address what matters most first.

\

« Security Enablement
Establish standards and foster risk awareness across the
pipeline and functional roles.

» Scale
Simplify the integration into pipelines to facilitate rapid
deployment, with modular AST for contextual testing.
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Consider this: Intelligent, policy-driven DevSecOps (NIST 800-53)

Code Dx Risk Score

AppSec Program 77% 4 sntis sk ~r
. . . " ici q Qustom Code Score ?4
Objectives & Metrics Policies oinponaitEsos 54
=l I Network Score 82

Actionable insights into

. software risk
Policy Management

Executes the right tests, at the
right time, at the right level; J aflay
triggers manual tests

Correlates, prioritizes, and
tracks remediation.
Centralizes risk visibility

@ Prioritized tickets for

Secure Development

Deliver actionable risk insight
and remediation guidance to
developers in their workflow

2 remediation

&2 Ops
‘

0 Jira
« I onitor

[ ]
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Secure Development
IDE-based rapid security testing (e.g., Synopsys Code Sight — SAST, SCA)

Secure code as it’s being written

— Analyze source code, open source, and laC
— Real-time alerts to new risks as devs code them

Maintain development velocity
— IDE plugin suits existing dev workflows
— Flexible, rapid, automatic or on-demand scans

Write better code

— Detailed remediation guidance minimizes time to fix
and raises developer security standards

— Find and fix security and quality defects.
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Functional Security Tests

Get more “testing” without running more tests (e.g., Synopsys Seeker — IAST)

Analyze running apps in pre-production
* Visibility into executed code and runtime data

« Continuous testing, real-time results, and
automatic vulnerability verification

 Data protection compliance and leakage tracking

Test the spectrum of modern applications

* Web Apps, Web APIs, mobile app back-end,
serverless functions, containers, or microservices

« Enhance protection against supply chain risks

Integrate for seamless detection and alerts

* Deploy and run via CI/CD
« Automatic ticket creation or pipeline interruption
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APl Security Tests

Discover and test APIs (e.g., Synopsys Seeker — API Testing)

Discover
« Automatically discover all endpoints/APIs
* No upfront documentation requirements.

Assess

 Tools should automatically detect outbound endpoints/APIs
used by the application.

« Simultaneous vulnerability assessment of APIs and Web
interfaces.

* Provide a white/grey box experience.
« Complete inventory of endpoints with vulns and sensitive

data.
Integrate

* Deploy and run via CI/CD.

« Support all modern infrastructure, including microservices,
docker, k8s, cloud native, serverless, etc.

SYNoPSys

49 63% 29 18
INBOUND ENDPOIN VULNERABLE NTESTED
IPOIN COVERAGE NDPOINT NDPOINTS
Endpoint Risk Summary
.- ]
@ High, 38.78% Medium, 12.24% ® Unteste d, 36.73%
Endpoints details
Severi ty: All = HTTP method: All = Endpoint filter: All = Contains text Q
I & Refresh [ Reset &0 Switch to tree view ‘ m Viewing 1-49 of 4!
Endpaint L_J"""[’ le.l It ! Last
| Japilusers ; v Showsego
I [apifregister 1 v 3 hours ago
B /apifoperations/:id 1 v 3 hours ago
[apifaccount/change-password 1 v 3 hours ago
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I @D /apiflabels/:id 1 v 3 hours ago
I {apiflabels 1 v 3 hours ago
I {api/bank-accounts 1 v 3 hours ago
/apifbank-accounts/:id 1 v 3 hours ago
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Dynamic Security Tests
Dynamic Application Security Testing (e.d., Synopsys WhiteHat — DAST)

Full Visibility

Delivers full visibility

and the front line of

defense for secure
DevSecOps

SYNoPSys

o

Intelligent Continuous and
Prioritization On-Demand Risk
Automates Assessments

the prioritization of
results based on
machine learning

Provides continuous
and on-demand
scanning to
automatically check
for vulnerabilities

Synopsys Confidential Information

Production-Safe

Scans production
servers safely and
without causing any
downtime - saving
valuable time,
resources, and cost
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Insight Management — Application Security Orchestration &

Correlation (ASOC)

Actionable insights into AppSec risks across the organization (e.g., Synopsys Code Dx)

Correlation and Prioritization

 ldentify and focus on issues
with the highest business risk

Consolidated Dashboard

* View of AppSec activities and
software risks across your
entire organization

AppSec System of Record

 Track when software was
tested, what was found, and
when/if it was fixed

SYNOPSYS

© Tool

AppScan Source (1,053 - 12.5%)
Checkmarx (1,978 - 23.5%)
Checkstyle (2 - < 0.1%)
Dependency-Check (13 - 0.2%)
ESLint (1,527 - 18.1%)
FindBugs (760 - 9%)

Fortify (1,617 - 19.2%)

{JSHint (0 - 0%)
PHP_CodeSniffer (0 - 0%)

08 PMD (577 - 6.8%)

Veracode (53 - 0.6%)
ZAP (0 - 0%)

© Tool Overlaps

1 Tool (7,606 - 90.3%)
2 Tools (664 - 7.9%)
3 Tools (142 - 1.7%)
4 Tools (11 -0.1%)

6 Tools (1 -<0.1%)

—

65

8,424 total findings (from 157 rules and 15,859 results)

Open Findings

158 types of findings, 468 in total

@ Critical (38) | @ High (37 Medium (73)

63% triaged

‘Code Dx Risk Score

77%  14%thisweek ~—_”"

Custom Code Score 94
Comeonent Score 54
Network Score 82

Filters
© Rule

© Tool

© Detection Method

Component Analysis (0 - 0%)

Dynamic Analysis (0 - 0%)
v | Hybrid Analysis (51 - 0.6%)
Static Analysis (0 - 0%)

O Severity

© Tool Overlaps

© standards - &
v [PCIDSS 3:1{(51- 0.6%)

¥ 6.5.1 Injection Flaws (13 - 0.2%)

¥ -6.5.3 Insecure Cryptographic Storage |
' 6.5.4 Insecure Communications (13 -0
v -6.5.5 Improper Error Handling (0 - 0%)
¥ 6.5.6 All thigh risk' vulnerabilities (38 -
¥ 6.5.7 Cross-site scripting (XSS) (17 - 0.2
¥ 6.5.8 Improper Access Control (8- 0.19
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Thank you

Visit Synopsys.com/Software-Integrity for more

information.

SYNopsys

ABILITY TO EXECUTE

Synopsys

.'u'emcuce
GitLal:l. .
Checkmar
HELS:::FT.\-arE- ® DpenText
Snyk
GitHub
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. Sonatype .Cnntrastsemnty

.Merd.i:u
COMPLETEMESS OF VISION As of Apri| 2023 © Gartner, Inc

Gartner

Gartner Magic Quadrant

for Application Security Testing (2023)
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Build Trust in Your Software



	Default
	Slide 1: DevSecOps Explained
	Slide 2: What keeps security and development teams up at night?
	Slide 3: Organizations are pushing vulnerable code
	Slide 4: The reality is that organizations have lots of AST tools
	Slide 5: Challenges impacting implementation of AST tools and processes
	Slide 6: Application security is evolving to meet the needs of DevOps 
	Slide 7: DevOps integration is important to AppSec programs
	Slide 8: Building trust in software  is not simply about installing tools
	Slide 9: What many teams do today
	Slide 10: Devs face their own challenges: DevOps + Security
	Slide 11
	Slide 12
	Slide 13: DevSecOps is not simply about integrating and automating AST tools.
	Slide 14: Defining a path toward DevSecOps
	Slide 15: Consider this: Intelligent, policy-driven DevSecOps (NIST 800-53)
	Slide 16: Secure Development
	Slide 17: Functional Security Tests
	Slide 18: API Security Tests
	Slide 19: Dynamic Security Tests
	Slide 20: Insight Management – Application Security Orchestration & Correlation (ASOC )
	Slide 21: Thank you
	Slide 22


